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Abstract. In the paper an open Markov HM(Howard-Matalytski)-Queueing Network (QN)
with incomes, positive customers and signals (G(Gelenbe)-QN with signals) is investigated.
The case is researched, when incomes from the transitions between the states of the network
are random variables (RV) with given mean values. In the main part of the paper a descrip-
tion is given of G-network with signals and incomes, all kinds of transition probabilities
and incomes from the transitions between the states of the network. The method of finding
expected incomes of the researched network was proposed, which is based on using of
found approximate and exact expressions for the mean values of random incomes. The var-
iances of incomes of queueing systems (QS) was also found. A calculation example, which
illustrates the differences of expected incomes of HM-networks with negative customers
and QN without them and also with signals, has been given. The practical significance
of these results consist of that they can be used at forecasting incomes in computer systems
and networks (CSN) taking into account virus penetration into it and also at load control
in such networks.

Keywords: HM-queueing network, positive and negative customers, signals, expected
incomes, transient regime

1. Introduction

For the first time Markov nets with positive customers and signals were intro-
duced and investigated at the non-stationary behavior by E. Gelenbe, see [1].
The action of the signal consists of instantaneous movement of positive customers
of this system to some other network system. The signal may work as a trigger,
which doesn’t destroy the customers, but only moves them instantly with a given
probability of a given system to another network system.

In developing models of computer viruses we can use negative customers. And
for load control in the network can be inputted signals (triggers). When viruses
penetrate into computers in the information system, it suffers costs or losses due to
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the loss of information or CSN distortion. The accounting of the losses in CSN can
be realized with the help of a Markov QN model with incomes (HM-networks),
positive and negative customers and signals.

In this paper, an open Markov HM-network with positive and negative customers,
signals, when the incomes from the transitions between the states of the network
are random variables (RV) with time-dependent customer servicing in the systems
has been carried out. The expressions for the variances of incomes of queueing
systems (QS) was also obtained.

A description of the network is given in [2, 3]. Signal, coming in an empty
system S, (in which there are no positive customers), does not have any impact
on the network and immediately disappeared from it. Otherwise, if the system S; is

not empty, when it receives a signal, the following events may occur: incoming
signal instantly moves the positive customer from the system S, into the system

S, with probability g,, in this case, signal is referred to as a trigger; or with

n

probability g, :I—qu, signal is triggered by a negative customer and destroys
Jj=1

in QS S, positive customer. The state of the network meaning the vector

k(t)z(k,t)z(kl,k2,...,kn,t), where &, - the number of customers at the moment

of time ¢ at the system §,, i=1,n.

2. Description of incomes from the transitions between the states
of the network

Let &, - time of customers service in the system S, with the distribution func-
tion (DF) F; (t):l—e_” ", i=1,n. Consider the dynamics of income changes of
a network system S, i = I,_n Let at the initial moment of time the income of this QS
be equal to v,, . We are interested in income V,(¢) at time 7. The income of its QS
at moment time 7+ A¢ can be represented in the form V,(r + Ar)=V,(t) + AV, (1, At),
where AV(t,At) - income changes of the system S, at the time interval [r,r+Az),

i=lLn.

To find the income of the system S, we write the conditional probabilities of
the events that may occur during A¢. The following cases are possible:

1) with probability 4j,At + o(Ar) to the system S, from the external environment
a positive customer will arrive, which will bring an income in the amount of r,,
where 7,, - RV with expectation (E) of which equals E{r,}=a,,, i = 1,n;

2) with probability 4;,q,0At +o(Ar) in the QS S, from the external environment
a signal will arrive, which will bring an income (loss) in the amount of signal is
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3)

4

8))

6)

7

8)

triggered by a negative customer and destroys in QS S, positive customer, which
will bring a loss in the amount of —7,, where 7, - RV with E E{#,}=a,,,

i=1,n;

the incoming signal instantly moves the positive customer from the system S,
into the system S;; probability of this event equals /lg,-qi/u(k,(t))AtJro(At),
i,j =1,_n, i # J; by this transition the income of S, is reduced by the amount
75> and income of S, is increased by this amount, where, 7, - RV with E
E{Fof}zaofs i=1,_n;

with probability g, p,ou(k, (t))At + o(At) a positive customer will depart from the

network to the external environment, while the total amount of income of QS

S, is reduced by an amount which is equal to R, where R, - RV with E
E{Ryo}=by, i=1n;

with probability ,u,(l—u(k,(t)))p,j_At+o(At) a customer from the system S,

7

transit to the system §; as a signal, if in it there were no customers, and the in-

come of S, is reduced by the amount 1_3,1, where I_QU -RV with £ F {Rj}z a,
i=ln;

a customer from the QS S, transit to the system §; with probability
,u,p;“u(k,(t))At+0(At), i, j=1,_n, i# j; by such a transition the income of

system S; is reduced by the amount R, (é‘,), and the income of system S is

increased by this amount, E {Rd(f,)}zy,TRU-(t)e‘”f’dt=a,j, izl,_n, j=ln,
i#j; '

with probability p;u(k, (t))At+o(At) positive customer transit from the
system S, to the system S;, wherein the income of the QS S, will increase
by the value of Rj,(é j-), and the income of § ; is reduced by this amount,
E {Rji(éj)}:aﬂ’ j=1,_n, J#1;

after finishing servicing of a positive customer in QS S, it is sent to S, as
a signal, which is triggered by a negative customer and destroyed in QS S,
positive customer; the probability of this event equals g, p;quAt+o(At);
wherein the income of the QS S, will reduce by value INQ ji (5‘/), and the income

of S, is reduced also by the amount, £ {IN{/,- (é‘/ )}: a;, J =1,n, J#i;
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9) after finishing servicing of positive customer in QS §;, it is sent to §; as
a signal, which instantly moves the positive customer from the system S, into

the system S;; the probability of this event equals ; p;q‘/su(k(/ (t))At+0(At),

i=lLn, j =ln, i# J; by such a transition the income of system S, and S,

reduced by the amount R, and income of system S, is increased by this

amount respectively, where R, - RV with the E E{RUS}:CUS, i,j,s=1Ln,
i#j, S#I;

10) with probability 1—(/15'] +/1()_J+,uj)u(kj(t))At+o(At) on time interval At
network state will not change;

11) for every small time interval A¢ system S, because of customers’ presence
in it increases its income by the amount of rA¢, where », - RV with the £

Efr}=d, i=1n.

1

3. Finding the expected incomes of the network systems

Income changes of the QS S, on interval [, +Ar) can be written as:

r; + 1At with probability A5, Az + o(Ar),

— %, + At with probability 45,,0Af + o(At),

— Ty, +1,At with probability Ag,q,u(k, (1)) At + o(At),

— Ry, + r:At with probability g, p,ou(k, () At + o(At),

— R, +r,At with probability z, (1 — u(k, (1)) p, At + o(At),

AV, (t,At) =4~ R, (&) +r, At with probability x4, p;ul(k, (¢))At + o(At), (1)
R,(¢, )+ r,Arwith probability u, pulk, ()))At + o(Ar),

— R, (¢,)+ r,Ar with probability 4, p; ¢ oAl + o(Ar),

— Ry, + 1At with probability u, p; q jsu(k ; (t))At + O(At),

1At with probability 1 - [/, + 45, + s, Julk, () + o(A1),

Js=Ln, j£is#i.

Let us find the expression for the expected income of the system S, in time ¢,
suppose, all the network systems operate under heavy-traffic regime, i.e. k; (t)> 0,

V>0, i=1,n. Taking into account (1) for the £ or income changes we can write:
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B4V, (6,800} = (g, +d,At) (7, A¢ + o))+
+(=ay, +dAr) (ﬂg,q,OAt + o(At))+
+ 3 [+ dian ) (gg A+ o(ad)]+
+ b+ ) ot +o(a0)
+Z[ a, +d,At ,u,pUAt+0(At )+
+ z (@, +d,ac)(u, phac+o(ar))|+

J=1

[, +d ) (g on +olan) ]+

Jj=1

+Z . [cys+dAt (ﬂ,p,,‘vc],,gAl‘+0(A’))+

=1 521
a1 e Jas ol -
=
= (00;/131 = doi 20110 = biotti Do + d; )Af +

n
— - + +
+ z [_ aOIJ’OIQI] — ;i Py + al;pj—
=1

- aNjIIulpzj_'q(/O - Z c(’/‘\':uiplj_'q‘/y :|At + O(At)s i= 13 n.

s=1

Then, similarly as in [3], we obtain
Vi(t): E{V/(t)}: Vip +
+ (aol'/l& —doi20iqi0 = biokiPio +d; — 60110_/'2 q; —

J=1

_lulzaljp; +Zajill’ljp;—i _ﬂlzajlpi;QJO _IUIZPI;ZCUSQJSJAI =
Jj=1 Jj=1 Jj=1 Jj=1 s=1
=Vt {)“(-;IaOi - AO_/'Z{OIQIO - lulbIOPIO + dl +

3 - 2o aug, + 10,0 -

J=1

,u,(a,jp; +a,P5950~ D Cis Py H} t,i=ln

s=1

)
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4. Finding variances of the incomes of the network systems

As in [4], system income S; can be presented in form V;(¢)=v;, +2AV,](I),
I=1

where m - count of partitions of the interval [0,7] by equal parts, AtzL
m

AV,(t)=V,(t+At)-V,(t) - income changes i-th QS on /-th time interval, i =1,n,

I=1,m. To calculate the variance of the system income in the network, we intro-
duce the following designations:

E{”o%}zazon E{%?}Zazola E{’Tof} @y, E { 0} by
ER ()= ays R =0, BRI =20,
E{Rzis}zc%/w {r,- }:d% I’J:Ln'

Let us consider the square of the difference (V, ® —v,0)2:

2
(AGE —[VO+ZA ARIE j (ZA ,tAtJ

m m m R (3)
_ZAV,, LA+ Y S AV (6 MDAV (8, A), i=1,n.
=1 j=1
[#]

Let us find the expectations of summands in the right side of the last equality.
For this we write support equalities considering that RV and functions of RV

Yoo Tois Tois Rigs R s U(§) Rﬂ( ), (&'J), R,js pairwise independent from 7,
i,j =1,_n. Then

E{(r, + 1A = s, + 2a0,d, At +dy (A1) )
E{(= 7, + 1AV = Gng, — 20,d, At + dy, (A1), 5)
E{(= 7, + 1A= g, — 280,d, A + dy, (A, (6)
E{(= Ro + n AP} = byyo — 2bod At + dy, (ALY, )
E{(- R, &)+ r AP = ay, - 2a,d At + s, (A1), (8)

E{(R«/i (5/ )+ }"]-A[)z}: a2],- + Za‘/,-a’,-At + d2,-(At)2, (9)
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E{(— R+ r,At)z}: &y, — 24 ,,d At +dyy (MY,

E{( Ry, + 7, AP )= ey — 20,0d A+ dyy (A1

s
Considering (4)-(11), we have:
EWV2(t. M) = sy + 2a0,d, At + do ()2 ) 2 AL +
+ (5201 - 2a~01d1AlL + d2i(At)2 )%/qzoAt +
(@, 280 d A+ dyy (A1) )75, g, At +
=

+ (b210 —2b,d At +dy; (A1)’ )ﬂfpzoAf +

+ Zn: [(%i/ = 2a,d,At +d,, (A1) ),u,-p;r ]At +

J=1
+ zn: [(az‘,,. +2a,d,At +dy, (A1) ),u]p;',- ]At +
J=1
+ Zn: [(52‘,,. =2a,d,At +d,, (A1) ),u,-p,;qjo]At +
J=1

+ Zn: Zn: [(CZU-S —2¢;d, At + a’z,(Az‘)2 ),u,-p;qjs ]At +

Jj=1 s=1

+d2,(At)2(1—ZZ:[/IJ, +(/10‘_/.+y‘,) AtJ+o(At):

= (azozi(; + A0, 40,410 + baiot Pro + dZi)At +

n
— _ + + o~ _
+ Z [QZOIiOqu' + a2(/'lulp('/ + a2(/i:ujpj1 + a2jl:ulp[/ qu +

J=1

+ Zn: Cajisti Pij g js } At + o(At), i=ln

s=1

(10)
(1)

(12)

Insofar as the values AV}, (t, At) and AV, (t,At) are independent at /# j, using

(12) one can find
E{AVil (z‘, AI)AVU (t, Af)} = {(/Hfao/ — 20iG0: 950 — Mibio Pio + d; +

n
- — +
+ E [_ AoiGoiqiy + ;a5 D —
=1

2
_ ﬂ{ai/p; + Ej,p;q(/o — z CisPii9q s jDAt + o(At)} = o(At).

s=1

(13)
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Then, further, passing to the limit Az — 0, from (3), (12), (13) and also, that
mAt = t, obtain

m

E{0)—va =3 B2 () k(o) +

m m

W AN A N N A

=1 g=1
q#l

/=1

(14)
= (a201j'(-)'—/ + a20/)'0_7'q/0 + b2/0:u/pi0 + le + Z [6_120/}"0_1'q(/' + aZ(/'/uip; +

J=1

n
+ azju”jp; + 52]::”:‘17:]_‘1]0 + ZCZisﬂiPIJ_QJ,S:|J t,i=ln

s=1
Now let us find an expression for £’ {(V, -y )}, using (2):

E? {(V, ) - Vlo)} = {(A(;aol' — 018040 — Mibio Pio +d; +

+y [— Qoil0iy — At Dy + @ it P — Al Py G o + (15)

J=1

s=1

2
+chsﬂip;quY:|j t} > i:Ln-

In this way, the variance of income of i-th QS, considering (14), (15), can be
written in the form

VarV,(t)=Var{V,(t)=v,} =
—Var V0 = v P |- M2, v )} =
= (azof/wf + a0, 401950 + bajotti Pio + dy; +
+ Z[ﬁz,o,ﬂo’,qg + Gy Py + G bl P+ T bty Py G o + Zczuﬂ,p;qﬁD - (16)
Jj=1 s=1

- {(;[{;a01 - j'O_laOinO _,U,bzopzo + dl +
+ z [_ Q020195 — a{;ﬂ/p;‘ + az_//ﬂ_/P}r] —dupyq o+

J=1

2
+zci5‘/ulplj_qjs:|Jt} > i=1,}’l

s=1
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5. Numerical example

As is known (see [5]), relation for the expected income of the system S; in the
case, where there are no negative customers in the network and all systems operate
in a heavy-traffic regime, has the form:

"Z(t)z Vio + |:ia01501 _lulbl()ﬁl() + zﬂjajlﬁjl -
J=

a7

J=1

—ﬂ,zadﬁy+dl:|t’ i:l,f’l

where: A - input rate of customers; p,; - probability of a customer arriving to the

system S;, i=1n, Z[N?O, =1; p, - probability that the customer which finished
i=1

servicing in i-th QS move to j-th QS, Z[B’,j =1,1i :L_n; Dio - probability of the
J=0

n —
departure of a customer, p,,=1 —Zﬁy, i=1,n. Relation for the expected income
J=1
of the system S, with negative customers but without considering input signals,
can be written as [6]:

‘_)1 (t) =Vt [j'(‘::—la()l - j'0_1501 - /ui[bl()pl() + Z (a(jp; + c(jp(; )j +
J=1

(18)

Let n=10; input rates of positive customers and signals A, and A, respec-

tively equal A5;=1, A,,=0,5, i=1,n. Service rates of customers g equal
=== =2, pus=3, pe=4, t;=7, =13, po=7, 1y=0.5. Let us
transition probabilities of positive customers p; respectively equal: p;,=1/8,
pi=1/8, p3;=1/10, py;=1/10, p5,=1/10, p;5=1/10, p;;=1/10, p;,=1/10,
pis=1/10, p5;=1/10, pp =1/8, pys=1/8, piz=1/8, p5, = psi=pss= psz=1/8,
P =Pss=Per=Peo=1/8,  pri=pis=pp=1/8.  pgu=ps=pg=ps=1/8,
Pos = Do = Pog = Po10=1/8, plog= proo=1/5, other equal zero. Probabilities, that

were serviced in S;, move to S, as negative, equal: p,=1/9, p;=1/9,
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pu=1/11, py=1/11, pyy=1/11, pys=1/11, py=1/11, py,=1/11, py=1/11,
Py =111, py=pis=pis=1/9, ps;=pss=pss=DPss=1/9, p;=1/9, pes=1/9,
Pr=1/9, peo=1/9, pr=pi=p=1/9, pa=1/9, pg=1/9, pg=1/9,
DPs10=1/9, Pos= Po7= Pog = Po10=1/9, Prog= Proo=1/6, other equal zero. Depar-
ture probabilities equal py,= p;=7/24, p;oo=4/15. Probabilities of a signal

arriving, which are instantly moves the positive customer from the system S, to the

system S; respectively equal: ¢q,,=1/10, q;;=1/10, ¢,;=qy;=q5=q,5=1/12,

4351=93= G35 =93, =1/12, 41 =q4s=qus=1/10, G52 =qs4=qs56=qs3=1/10,
963=q6s =467 =460 =1/10,  q53=1/10,  q5s=1/10,  g50=1/10, g, =1/10,
CI85=q89:q8,10:1/109 C]96:Q97=C]98=¢]9,10=1/lOa %0,8:6]10,9:1/79 other equal

zero. Probabilities that signal is triggered as a negative customer and destroys
in QS positive customer equal: ¢q,,=4/5, q=2/3, q3=2/3, q4=7/10,

qs0=3/5, qs0=3/5, q30=7/10, q49=3/5, qoo=3/5, q190=5/17.

Let us set values for the required expectations: a,, = ay, =15000, a,; = 25000,
agy = 500000, ags = ags =15000, ay; = 41000, agg =35000, agy = 55000, aq ;= 50000;
ay; =50000, ay, = ay; =15000, a,, =50000, a,;=80000, a,, =30000, a,, =14000,
dog =15000, ayy =10000, a,,,=380000; a, =10000, ay=30000, ay;=15000,
ay, =40000, ays=60000, ay=90000, a,;=15000, au,=15020, ay =900,
ay10=300; b =100, by, =7000, b3,=8000, byy=15000, bsy=bs,=bs=2000,
bgy =8000,  byy=3000, by,=1000; ¢,=2000, ¢;;=15000, c,;=20000,
€3 =20000, cyy=cy5=20000, c3;=c3y=cC35=0C37=4000, ¢4y =cys=cyg=20000,
Csy =Cs4 =Cs56 =C53 = 15000,  c43=C45 =Cs7 = C0 =17000, 75 =C75 = C79 = 23000,
gy = Cgs = 20000, cg9 =519 =20000, co5 = Co7 = Cog = Cg 10 = 30000, ¢} g = ¢190 =13000;
d,=1000, d,=1200, d,=1300, d,=1200, ds=2000, d,=1000, d,=8000,
dg=1000, dy=1200, d,,=3000, other equal zero.

Expectations for the random system of incomes has been calculated. Their values
have the form: a;,=15000, a;;=5000,1, a,,=2570,5, a,;=5000, a,,=1000,
a,5 =10000, a5, =1000, a5, =10000, a; =4500, ay; =5000, a4, =-900, a,5=1020,
a,3=20000, as,=3230, a5=4330, a54=6330, as3=3330, a4, =10000,
aes =10010, ag=1009, az =10000, a,;=2330, a;,=a,=3330, az=7678,
ags = 1780, agy=-900, ag,=1500, ay; =1000, ags =1000, ay;,=-990, a;y5 =396,
ao=978; ap=ay,, az=ay;, d=2000, a,;=5000, @,=10500, a,;=>5000,
a3 =a3, =1000, a3, =4500, a;,=100, a, =-1900, a,s=5020, a,53=10000,
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as, =2300, a5, =120.333, a5=33.333, a5, =33.7, a;=1000, az=1200,
dg; =10000, ag=1000, a73=aqs;, dg=0a55, Gd79=0a79, dg =7.692, dgs=7.704,
g =7.692, ag 0= g9, dog =143, Qg7 = ag7, Qg =1000, ay ;o =-990, a,,5=3700,
a9 =—620.

Let us suppose that income at the initial time equals v;,, =0, i=1,n. Consider
the length of the time interval of 10 hours, ¢ € [O,T], T =10. Then using formulas
(2), (17), (18) analytical expressions have been found for the expected system
incomes of the networks.

In Figure 1, income changes is shown of the QS S, for HM-network with
negative customers and without them, and also with signals. One can see that
the negative customers reduce expected income of the system S,. Signals inputting
also influence the income changes, reducing it.

2 (2). 72(0). w2 (1)
65000

55000
45000
35000

25000

0 2 4 6 g 10 1
Fig. 1. Income changes of the S, QS, solid line - a case without negative

customers, dashed - a case with negative customers,
dotted - taking into account the signals

6. Conclusions

In this paper a method was proposed for finding expected incomes in HM-network
systems with positive and negative customers and also with signals. Incomes from
the transitions between the states of the network are RV with given mean values.
This method is based on the using of found approximate and exact expressions
for the mean values of the random incomes. An example was calculated. The expres-
sions for the variances of incomes of QS was obtained. The obtained results can be
used in modeling income changes in various CSN, the virus penetration into it,
and also to load control in CSN.
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